Topic 7: IPC”

K24: Systems Programming

Instructor: Mema Roussopoulou



Interprocess Communication
(System V)

¢ Until now we’ve learned
¢ Sockets
* Pipes
¢ Named pipes (aka FIFO)
* Signals, etc...
+ Pipes are limiting
¢ If unnamed

* Processes must be related

+ Pipe must be created before one of the processes
1s born

¢+ File descriptors must be inherited
¢ Data typically flows in only one direction
¢ Data must be read in order written

¢ Cannot prioritize data message types

¢ Potential performance hit for large data transfers

+ Named pipes
¢ Processes don’t need to be related
¢ But exhibit remaining limitations of regular pipes



Interprocess Communication
(System V)

+ Three more types of IPC
s Message Queues
s Shared Memory
= Semaphores

s For IPC on same machine

» System V (older) vs POSIX (standard)

s POSIX 1s an attempt to make a standard, starting
1993

s Yrotifetor to POSIX IPC givat mo @opntd and
10 IPC tov System V

s 211 TPpAEn ovuPaivel to avtibeto — System V €yet
vAomomBel 600V o€ KAOe cuGTNU

s POSIX IPC axkoua ogv gival 0100€0110 GE apKETA
cvotnuoato UNIX

s System V IPC givon vmoype®Tiko TUNUQ Yo to
miotomomueva cvuotnuate Unix tng Open Group
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(System V) IPC Characteristics

¢+ Lifetime of IPC objects lasts until
kernel reboots.

¢ Each IPC structure is referred to
by a non-negative integer
identifier)
= When an IPC i1s created the program

doing the creation provides a key of type
key_t

s The OS converts this key into an IPC
identifier
» [here are no inodes or
pathnames so traditional file

management syscalls (read, write,
stat, unlink) unusable

ipcrm and 1pcs — EVIOAEC Yo VOl OL0LY pAYOVUE €V
QVTIKELLEVO N VA OOVLE TNV KOTAGTAGT] EVOC
OVTIKELLEVOD




Keys

e [lpooTtrEAOCON €VOG AVTIKEIPMEVOU
IPC tou System V yiveTal ue
AVAYVWPIOTIKO

o MTTOPEITE ETTIONG VO AVAPEPEDTE
o€ €va avTikeipevo IPC pe éva
KAEIOI TTOU TTOPAPEVEI OTOBEPO
(across machine reboots)

 For ease of use, generate a key
using a pathname and ftok() —
(next page)



Keys (cont’d)

+ Keys should be unique

+ Keys can be specified in three
ways:

= Server and client can agree on a
pathname to an existing file in the file
system AND a project ID (1..255)
and then call frok() to convert these
two values into a key

s The server creates a new structure by
specitying a key of IPC_PRIVATE.

e Key guaranteed to be unique

e Client has to become aware of this
private key (often through a file
generated by server and then
looked up by the client).

= Server and client agree on a key
value (often defined in the header)



Access Rights for IPC
objects

+ Keys provide access to IPC
objects which are data structures
of type:

= struct msqid_ds
= Struct shmid _ds
= Struct semid_ds

+ If IPC objects were files could use
file permissions to manage access

* They are NOT, so need separate
access right management

* LLooks a lot like file access
management

+ 9 bits for read, write, execute (execute
bits unused)

* Wrongly accessing resources
returns -1



Access Rights for IPC

objects

* Access rights for IPC
mechanisms: read/write
stored in struct ipc_perm

¢ Include:

Struct ipc_perm {
uid_t wid;
gid_t gid;
uid_t cuid;
g1d_t cgid;
mode_t moc

le:

j

s #include <sys/ipc.h>

s #include <sys/types.h>



Jtok()

#include <sys/types.h>
#include <sys/ipc.h>

key t ftok(const char *pathname, int proj_id);
if ( (thekey=ftok(“/tmp/ad.tempfile”,23)) ==-1)

perror(“Failed to create key
from//tmp/ad.tempfile”);

* File must exist and be accessible to the calling process
e proj_id must be integer between 1 and 255
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Ovpec Mnvouatov

o Xproye0ouy oy ovIGAAIY T, PTVIRATGY HETUED OLEpYUOUY
o I omooTEAouoN DLEpYUTN ETICUMITTEL EWIY TUTO 070
WIVUCL TIOU GTEAVEL Xait 1) Tepohoqidvouat: Dlepyuialor propel
VoL (YT, TV Taipoihan (VIO CUYXEXPIIEVON TUTOU
o Ilpwv 70 cOUX EVOG PNVOHOTIOG TEETEL Vol TPOTYELTOL O TUROS
70U (Long) e hytes, Onhadn oTig WANTE CUOTAUGTOS YL
OTOGTOT, 3608 TRpUAGLN; UIVUUGTQY YpELdeTon v OLveTon
£voLg OELCTTG O Doy, auv Ty
strict message |
long mtype,
char mtext [MSGSIZE]: }:

o Amimom: #include <gys/msg.h>

Syscalls for sending/receiving messages take as
argument a pointer to a structure like the aboveo




4
KAnon msgget
— int megget(key_t key, int msgflag)
— Emctpepa €y TpocOLopLoTY] YLl TV OUpd IVUHGTWY
O VTIOTOLYEL 070 EWL key
— To msgflag eiven evorg codpoog onou Tidevton Tu

EMrUUUT| T OLEAMUITY TEOCTTUCLIS TYG OUBUS HT]VALLTLV,
Horthog ETAOT|C 1ol TPOCUETES amuiToEL (UTmo T HoppT;
OLIEVENG CUHEOALWIY OVORLITWV) TYETMES HE TV
OTLOEYLO TG OURGS PTPVUMETLY, OTIOE:

IPC_CREAT: Av 0ev undpyer Topoc (0ued ITVOPETWY) Ton

@D“{Cm/ orvTuo TR EL oTo key var Grpuoupydel
onpovpyia veog (ovil va emoTpapel Addog), evwn oy

apyel
(D\ UTIEYEL IOPOC, VU TPOTTEAXTUEL C0uTOg
IPC_EXCL: Xe ouvOudOUO HE TO TROTYOAIEVO, 00V OEV
UTdEEL TROpOG Vo Onjpouey el oA orv
umdpyeL vo ematpapel Adbog

— Ieprmmwowioyio o To megflag

FEEMS FERMS | IFC_CREAT FERMS| IPC_CREAT | IPC_EXCL
s =ul=ay yd-ti=as
U EYEL ™ i rarfog
TR0 TR i = el
QEY oy FTEANTSN T L anougyia o
umdpyEL || Adcdog At =it
™opog VEGR) Topet Vo TOpON




KAnoceilc msgrev, msgsnd

— int megrcv(int msqid, vold #*ptr, int len,
long type, int flag)
— int msgsnd(int msqid, vold #ptr, int len,

int flag)

— Me 1y msgrev nopohap{dveTon Evar v TOmoU type,
EMLOTROPOVTIS TO PEYEU0C TOU PTVALITOS, Um0 TIV 0pd
UMWY PE Tpodoopuo T msqid (ov To type eva O,
TRPUAUSGVETOR TO TIPWTO [AVIALDL, OVESOPTYITWS TUTOU)
%0 PE TVV MSgsnd omOTTEAAETOL EV0L TV TTTV 0Upd

— O 1imog xon To owpa Tou prpeipete; [eioxovTo e plo
oY, oTv omoke Oety Vel To Ptr %o To len elvar To
peyelos Tou owpumes Tou PvTos Yie Ty msgsnd ¥
TO PEVOTO ToU PEYEUoug ouTo) Yol TIV MSgT v

— Yo flag tileTon 10 0, £XT0C SW0IK0Y TERATTUXTEY
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[Tapdoerypo Aoung ya
msgrcv, msgsnd

struct mymsg {
long mtype;
char texttMAXLEN];
} mymsg_t;
To unvopa ypageton 6To text
To mtype onAmvel Tov TOTO TOL UNVOUOTOC

H msgrcv unopet va OnA®vel tov TOmo
UNVOLOTOG TOL TTEPIUEVEL VO AAPEL
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KAnon msgctl

- int megctl(int msqid, int cmd,
struct msqidds *buff)

~ Exmehel Ty evepyewr cnd endwo aTny 0upd prvupdtey
TI0U CVTTOLYEL 0TI0V Tp0adloploTy, meq id

— Miu evépyew ebvor 1 IPC_STAT pe Tny onoly
CUUTATROVOVTL i TE0koL TG Oopnc +buf f pie T
YUpEOCTIPATTI TG 0L VUG TOU EVLOpEpEY

~ H auvmlleoTepn evepyew eiva 1 IPCRMID moy

HOTUTTTREEL TV 0Lpdl vupdy (oo buf £ opel va
Telel 0 ool Tpoouppootel e (struct meqidds *))
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Aoun msqid_ds

struct ipc_perm msg_perm; /* operabon permission structure */

msgqnum_t msg_gnum; M number of messages currenty in gqueue */
msglen_t msg_gbyies; ™ maximum bytes allowed in gueue */

pid_t msg_lspid; M process 1D of msgsnd */

pid_t msg_Irpid; M process D of msgroy *Y

time_t msg_stime; M time of last msgsnd */

time_t msg_rtime; ™ time of last msgrov */f

time_t msg_ctime; M time of last msgcetl */f
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Server

#include <header file lines omitted here>

#define MSGSIZE 128
#define PERMS 0666

#define SERVER_MTYPE 27L
#define CLIENT _MTYPE 42L

struct message(
long mtype;
char mtext{MSGSIZE];
b

main(){
int qid;
struct message sbuf, rbuf;
key tthe key;

the key = ftok("/home/ad/K24/MolC/MesgQueues",
226);
If ( (gqid = msgget(the key,
PERMS | IPC_CREAT)) <0 )}{
perror("megget"); exit(1);
}
printf("Creating message queue with
identifier %d \n",qid); 16



Server
sbuf.mtype = SERVER_MTYPE;
strcpy(sbuf.mtext,"A message from server");
if (msgsnd(qid, &sbuf, strlen(sbuf.mtext)+1, 0) < 0)
perror("msgsnd"); exit(1);
}

printf("Sent message: %s\n",sbuf.mtext);

if ( msgrev(qid, &rbuf, MSGSIZE,
CLIENT_MTYPE, 0) < 0
perror("msgrcv"); exit(1);}
printf("Received message: %s\n",rbuf.mtext);

If (msgrev(qid, &rbuf, MSGSIZE, CLIENT_MTYPE, 0) < 0){
perror("msgrcv"); exit(1);}
printf("Received message: %s\n",rbuf.mtext);

If (msgctl(gid, IPC_RMID, (struct msqid_ds *)0) < 0){
perror("msgctl"); exit(1);}
printf("Removed message queue with
identifier %d\n",qid);
}
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clientl

#define MSGSIZE 128
#define PERMS 0666

#define SERVER _MTYPE 27L
#define CLIENT MTYPE 42L

struct message(
long mtype;
char mtextfMSGSIZE];
b
main(){
int qid;
struct message sbuf, rbuf;
key tthe key;

the key = ftok("/home/ad/K24/MolC/MesgQueues",
226);
if ( (gid = msgget(the _key, PERMS)) < 0 ){
perror("megget"); exit(1);

} 18



clientl

printf("Accessing message queue with
identifier %d \n",qid);

if ( msgrev(qid, &rbuf, MSGSIZE,
SERVER _MTYPE, 0) < 0){
perror("msgrcv"); exit(1);}
printf("Received message: %s\n",rbuf.mtext);

sbuf.mtype = CLIENT_MTYPE;
strcpy(sbuf.mtext,"A message from client 1");

If (msgsnd(qgid, &sbuf,
strlen(sbuf.mtext)+1, 0) < 0){
perror("msgsnd"); exit(1);

}

printf("Sent message: %s\n",sbuf.mtext);
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client2

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#define MSGSIZE 128
#define PERMS 0666

#define SERVER MTYPE 27L
#define CLIENT MTYPE 42L

struct message(
long mtype;
char mtextfMSGSIZE];
}

main(){
int qid;
struct message sbuf, rbuf;
key tthe key;
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client2

the key = ftok("/home/ad/K24/MolC/MesgQueues"”, 226)

if ( (gqid = msgget(the key, PERMS)) < 0 ){
perror("megget"); exit(1);

}

printf("Accessing message queue with
identifier %d \n",qid);

sbuf.mtype = CLIENT_MTYPE;
strcpy(sbuf.mtext,"A message from client 2");

if (msgsnd(qid, &sbuf, strlen(sbuf.mtext)+1, 0) < 0)
perror("msgsnd"); exit(1);

}

printf("Sent message: %s\n",sbuf.mtext);

}
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Output

mema@bowser> ./msg-server

Creating message queue with identifier 0
Sent message: A message from server
Received message: A message from client 1
Received message: A message from client 2
Removed message queue with identifier 0
mema@bowser>
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Output

mema@bowser> ./msg-client1

Accessing message queue with identifier 0
Received message: A message from server
Sent message: A message from client 1
mema@bowser>

mema@bowser> ./msg-client2

Accessing message queue with identifier 0
Sent message: A message from client 2
mema@bowser>
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Developing a Priority
Queue

* Implement a Queue in which
jobs have Priorities

* A server gets the items from
the queue and in some way
“processes” these items



o]

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>
#include <string.h>
#include <errno.h>

#define QKEY (key_t) 111
#define QPERM 0660
#define MAXOBN 50
#define MAXPRIOR 10

struct q_entry{
long mtype;
char mtextftMAXOBN+1];
b



“1nit_queue.c”

#include <stdio.h>
#include <stdlib.h>
#include "q.h"

int warn(char *s){
fprintf(stderr,"Warning: %s\n",s);
J

int init_queue(void){
int queue_id;

if ( (queue_id = msgget(QKEY,
IPC_CREAT | QPERM)) == -1
perror("msgget failed");
return(queue_id);



#include <stdio.h>

Y- 99
#include <stdlib.h> ‘ entenc ‘
#include "q.h"

int enter(char *objname, int priority){
int len, s_qid;
struct g_entry s_entry;

if ( (len=strlen(objname)) > MAXOBN){
warn("'name too long\n"); exit(1);
}

if ( priority > MAXPRIOR || priority < 0 ){
warn("invalid priority level"); return(-1);
}

if ( (s_qid = 1nit_queue()) == -1 ) return(-1);

s_entry.mtype= (long)priority;
strncpy(s_entry.mtext, objname, MAXOBN);

if (msgsnd(s_qid, &s_entry, len, 0) == -1 ){
perror("msgsnd failed"); return(-1);}
else return(0);



#include <stdio.h> ‘ “otest.c” ‘
#include <stdlib.h>
#include-"g:h"

main(int argc, char *argv[]){
int priority;

if (arge!=3){
fprintf(stderr,"usage: %s objname
priority\n",argv[0]);
}
if ((priority = atoi(argv([2])) <=0 |l
priority > MAXPRIOR){
warn("invalid priority"); exit(2);

J

if ( enter(argv[1], priority) < 0 ){
warn("enter failure"); exit(3);

}
exit(0);

‘ gcc enter.c init_queue.c etest.c -0 etest




‘“servexf"

#include "g.h"

int serve(void){
int mlen, r_qid;
struct g_entry r_entry;

if ( (r_qid=1nit_queue()) == -1) return(-1);

for(;;){
if ( (mlen=msgrcv(r_qid, &r_entry, MAXOBN,
(-1 * MAXPRIOR),
MSG_NOERROR) ) == -1 ){
perror("mesgrcv failed"); return(-1);
J
else {
r_entry.mtext[mlen]="\0';
proc_obj(&r_entry);
J
J



#include <stdio.h>
#include <stdlib.h> . oo
#include "q.h" stest.c

extern void server();
main(){
pid_t pid;

switch (pid=fork()){
case 0: // child

serve();
break;
case -1:
warn("fork to start the server failed");
break;
default:
printf("server process pid 1s %d \n", pid);
}
exit(pid I=170: 1);

J

int proc_obj(struct q_entry *msg){
printf("\npriority: %ld name: %s\n",
msg->mtype, msg->mtext);

‘ gcc stest.c serve.c 1nit_queue.c -0 stest




mema@bowser> ./etest objectl 3
mema@bowser> ./etest object2 1
mema @bowser> ./etest object3 6
mema @bowser> ./etest objectd 8

mema@bowser> ./stest
server process pid is 2213
priority : 1 name: object2
priority : 3 name: objectl
priority : 6 name: object3
priority : 8 name: object4
mema@bowser>




Kown Mvnun

o AuvorndmTe eTeomMviG PETHEY OIERY OOV [E0w

YOUTOO(WPTIOTYG X0 OOV WM TATIPOORMIY O TEPLOY
WVTNG T Elven TPOOTEANON 0RO GAES TG DLEpYOIOtes

o Ay oy poviapion) TwY DlepYOaLay, ouvieg PEcw
OTOTOpOpQY

e Amimon; #include <sys/shm.h>  Emotpéoeer -1 og

. , amoTLYlN
o Kinom cuatrponog shuget

— int shmget (key_t key, int size, int shmflag)

~ Enotpéon €wrv mpoobiopuoT i T 100 i
pEYEloUS size Tou oVTITTOLYEL 070 HAEWL key

— L0 shnflag nitevian Ta emtupmTd dmaporm
TpoaTaotug xorha; 2 TpoaleTeg omeatroey; (IPC_CREAT
%o IPC_EXCL, pe Trpv it ovpaoion 7o €00y %on oTig
OUPES [MPAAIGTIY) OYETIEC [E 1) DTIOuEYLX TG XOW:
[V
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KAnoeilc shmat, shmdt

o Khfom auatiponog shmat
— char *shmat (int shmid, char *addr, int flag)
— IlpoupTa TNV 30T, WY TOU OVTICTOYEL 70V
rpodlopaT shmid oy TEpLOY pvAEnG Tou Eye

Tpoalio 1) xechoou DIEpYUo, KoL ETITTREpEL TIY
XomdAATA, Destuva)

— Méow v addr s flag propel vo Trodel 7
TPOTURTTION, OE CUYXEXPHEVY] TBRLOYY} VYT, AN 1
auvmiapém yprom g shmat elvon var apedel T emhoyr,
ouTh aTov Tuphve BEnoviag 0 ona addr xon flag (1o
TpOT0 TpoTuploa)Evo g (char *))

o Kfom ouatiporog shnds
— int shmdt (char *addr)
~ Amoomd, T mpecupTIjEVn) 010 addr xona Py
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KAnon shictl

— int shmctl(int shmid, int cmd,
struct shmid.ds *buff)

— Exvehel Ty evépyew: cnd gy xow i mou
QVILTTORYEL OOV TpocOlopaTh shmid

— Avtioouyer e T QUWITGTITES 70U UTHEYO YL T
OUP£S PTG ([ETW TG MSECTL), e TV EVEpYEW
TPC_STAT quumhnpavovio To. Teble TG ooy +buff pe
Tk YUUOCTTATIOGE T, MOV, VT, W0 1
auvréoTepn evepyew ebven 1y IPCRMID mow namuotpéyer
Ty %ot i (oo buff apyel ver edel 0 ool

rpocuptioolel ot (struct shmid.ds *))
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Aoun shmid_ds

struct ipc_perm shm_perm; /* operabion permission structure */

gsize tshm_seqsz; /™ zize of segment in bytes */f
pid_t shm_Ipid; /* process ID of last operation =/
pid_t shm_cpid; /* process |D of creator */
shmatt_t shm_nattch; * number of current attaches */
time_t shm_atime; /* time of last shmat =/

time_t shm_dtime; ™ time of last shmdt */f

time_t shm_ctime; M time of last shctl =/
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[Tapaoeiypoto Xpnong

‘Evog povo ) dnuovpyet
int id, /

id = shmget(IPC_PRIVATE, 10, 0666),

if ( id=—-1 ) perror(" CREATION"}:

Private key

D OAot ™V TpoocapTtoLV
mt “mem; v 7P P

L / 1 i
mem = (int *)shmat(id, (void *)0), 0);
if ((int)mem == -1 ) perror( Attachment.”);

OAol v amodecpuedovv

int err; /

err = shmdi((void *)mem),
if (err == -1 ) perror(” Detachment ™),

Nt err ‘Evac uovo tnv owaypdpet
int err, /H U n TPOP
err = shmctl(id, IPC_RMID, 0);

if (err == -1 ) perror(”Removal”),
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outl.c

#include <stdio.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>

iInt main(int argc, char **argv){
int id=0, err=0;
Int *mem:;

/* Make shared memory segment */

id = shmget(IPC_PRIVATE,10,0666);
if (id==-1) perror ("Creation");

else printf("Allocated. %d\n",(int)id);

/* Attach the segment */

mem = (int *) shmat(id, (void*)0, 0);

if ((int) mem == -1) perror("Attachment.");
else

printf("Attached. Mem contents %d\n",”"mem)
37



outl.c

/* Give it initial value */
*mem=1;
printf("Start other process. >"); getchar();
/* Print out new value */
printf("mem is now %d\n", *mem);

/* Remove segment */

err = shmctl(id, IPC_RMID, 0);

if (err ==-1) perror ("Removal.");

else printf("Removed. %d\n", (int)(err));
return O;
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out2.c

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>

iInt main(int argc, char **argv) {
Int id, err;
It *mem;
if (argc <= 1) {
printf("Need shmem id. \n"); exit(1); }

/* Get id from command line. */
sscanf(argv[1], "%d", &id);
printf("ld is %d\n", id);

/* Attach the segment */
mem = (int *) shmat(id, (void*) 0,0);
if ((int) mem == -1) perror("Attachment.");
else
printf("Attached. Mem contents °/od\n",*m3§m)



out2.c

/* Give it a different value */
*mem=2;
printf("Changed mem is now %d\n", *mem);

/* Detach segment */

err = shmdt((void *) mem);

if (err == -1) perror ("Detachment.");
else printf("Detachment %d\n", err);
return O;

40



Output

mema@bowser> ./outl
Allocated. 262145

Attached. Mem contents 0
Start other process. >

mema@bowser> ./Jout2 262145
Id is 262145

Attached. Mem contents 1
Changed mem is now 2
Detachment O
mema@bowser>

Start other process. >s
mem 1S now 2
Removed. 0
mema@bowser>
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Shared Memory vs
Message Queues

 May prefer shared memory
when

— Messages (data) exchanged
VERY large (e.g., 100,000 bytes)

— For performance, to avoid
copying messages from user to
kernel to user space

 Downside of shared memory

— Synchronization necessary!



2NUATOPOPOL

o Mnyovopog ouyypovapon) OIEpYIowIY YL TNV UTOKAELTTIA
OLOEElpIOT) HORWAY TIOPY (.Y HOWTC VIR

o Ilpw Ty eloodo oe wploo T Tou TpoYpdppeToS TIG,
pior Suepryoiior Ced: T omuTOXUEVT] GREL! oG EVEY EAEYXTY,
OTHO0Gp0pO (CORIEVOVTIS, OV J{pEITETaN, EYPL Wt TG
0orlel, omOTE CEOPEUEL TO UTLTOMAIEVD [EROS TOU TOROL TIOU
EAEY)(EL 0 OTHOTOMOPOC) %ol JIETA TNV £2000 0RO T0 Xploo

UG CRO0ECUEVEL TO DETUEUUEWD

€005 00 TOpOL

o H teopeuan yiveon pe wermiddnhy peswor) (DOWN £ P
pevtoupyo g Digkstra) Tng Tpng Tou omporonope, ey
000V PETG TY) eloamy ) veor Ty, o eiven > 0, xan 7]
amodEapeuaT e xermdhnhn enam (UP % V aermoupyin
wermd Difkstra) Tng 1yt Tou arpomogopoy
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2NUOTOPOPOL

‘Exouv oUPBOUAEUTIKO XOpOaKTAPA:
av JIa dlepyaaia OV EAEYEEI TO
oNUATOPOPO TTIPIV TTPOCTTEAACEI
KOIVOXPNOTO TTOPO, UTTOPEI Va
TTPOKUYEI XA0C




2NUATOPOPOL (GLV)

* Me g w0oe ouomipaog Tou ta wokoushioowy
OTJLOURYOUNTON XOL Y PTOHLOTOLVTEL TUNGAYL UT0
OTPUTOPOROG KOh O TUPTVUG EYYUUTIL (L EV0l GUVGAD
AELTOUPYIIY ERGOW) O EV0L TETOI0 GUNOKO OTHATOMORWY ENL

Av &ovpe > 1 TpooTaTELOUEVOLS TOPOVS

ORI OUOWCaLTlor
' LTTOPOVUE VO TOVG “KAEDOVOVUE”
TAVTOYPOVO OAOVG

¢ Amdon: #include <sys/sem.h>

o Kivom ouotrporog semget

— 1nt semget (key_t key, 1nt nsems, int semflag)

— Emopeya evary TpoaOloplas Yu €ve CUV0AD Um0 DEems
OTUTORGPOUS T0U OVTIOTORYEL 070 Jal key

— X0 senflag Titevion 7o emtup e OuoLOpT
rpoaaaiag e wa TpoaleTeg omoatroel; (IPC_CREAT
%o IPC_EXCL, pe v iOwer avpooio 7o €0uv aTig 0upeg
YIVAIGCTIOV 2ok GV 2O, VAT O/ETIXES [E T
OTpopYLal T0U GUVOAOU TOTOPORWY



Structure of a Semaphore set

index { index 1 tndex index 3 ihdex 4

0| camaled semyal=? semval=) semyal="1 semial=4

\ . /

Associated with EACH semaphore in the set are the
following (among others) values:

semval: the sem value, always a positive number

sempid: the pid of the process that last “acted” on
the sem
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KANon cuetuatog semop

— 1nt semop(int semid, struct sembuf *opstr,

int nops)

— Extedd om0 olvoho arpamogopay Tou TpoctlopifovTon
omo To semid Tig AaToupTiES o xalopllovTon O €V
mivooey peyelious nops omo doyég struct sembuf To
TEOTO TTOLYEND T0U OToloy DED/VEL TO OpstY

— H dopr, struct sembuf oplfeTon ouv

struct sembuf {

shert sem_num,

short sem_op;,

short sem_flg; F;
Xo0 TEprypapaL Tr Aermoupyla peTofloAry TG TG Tou Ut
aprdpoy semnum arpoTonopoy T aNoA0 (omd 0 g
nsems-1) xornd sem_op (<0 yio Séopeuor o >0 Y
amobéapeuoT), ewd To sem_flg TileTa auvilg 0, extog
ELOLXV TEPATTCTEWY

Mepikéc PopEC 1] 0EGUELOT] KOl ATTOOEGUELOT
Aéyovtal P ko V (down and up —Dijkstra’s terms)).



[Tapdoeryua I1pocPaocnc
o¢ 2 Tawiec amo 3
OLEPYOTIEC

#include <sys/sem.h>

void setsembuf(strcut sembuf *s, int num, int op,
int flg) {

s->sem_num = (short) num;
s-> sem_op = (short) op;
s->sem_flg = (short) flg;

return:; e [Ipdto Inpatoedpo (0)

Evépyela = -1

e Xnuoia (flag) =0
struct sembuf get_tapes|2]; " .

struct sembuf release_tapy,/

setsembuf(&(get_tapes[0]), 0, -1, 0);
setsembuf(&(get_tapes[1]), 1, -1, 0);
setsembuf(&(release_tapes|0]),0,1,0);
setsembuf(&(release_tapes[1]),1,1,0);



[Tapdoerypa (cuveEyeia)

[IpoondOnoe va apapéoelg |
(P) and tov mp®dTO oNUaTOPOPO

Process 1: semop(S, get_tapes, 1); «
<use tape A>
semop(S, release_tapes, 1);

[IpoondOnoe va apapécelg
(P) amd tovg 2 mpmdTOUug
GNUOTOPOPOVC
Process 2: semop(S, get_tapes, 2);

<use tapes A and B>
semop(S, release tapes, 2);

[IpoondOnoe va apapéceig 1
(P) a6 10 de0TEPO CNUATOPOPO

Process 3: semop(S, get_tapes + 1, 1);
<use tape B>

semop(S, release tapes + 1, 1);

[IpoondOnoe va mpocHecerc 1
(V) oto 0ebtepO oNUATOPOPO



semget() not enough for
1nitialization
 Meta ammd semget kKAnon, ol

onUaToPOPOI OEV UTTOPOUV va
XPNOoIPoTToINOoUV auECcWC

* [1pETTEI VA ETOIPACTOUV TTPWTA
UE MIa KAnon TnG semctl



KAnon 2votuotog semctl

— int semctl(int semid, int semnum, int cmd,
unicn semun arg)

— Escmeiel Trjpv evepyeld cmd ooV Semnum oVl Topaso Tom
PUNGAC STTOROEwY (), onveihonyor JE TV EVERYELY, O
OANOVCATPO TO TUNGANG) THOM OOVTLOTOLYEL OTOV TROCOLORKTTY
semld

— H €vwory union semun eivon OpLopewT) coy

union semun A
int val;
struct semid_ds *buff;
unsigned short *arrav; I;
ML YEMOLHEsEL YL Vo XA rber OAEC TIC OUMITOTY|TES oW
TSRO YL EAEY O CRUNGALY OO ORI

— Me Trpv evépyerx IPC_STAT QuumArononTon To Toeoker T
Soprg * (arg. buff) pe To YopoocTrpLaT TLAG T GUNGAOH
CTLATOPOPLIV

— Me ©rpv evépyewx SETVAL <ideTon cony Tyar; ewie
CTUTORGEOoL To arg. val xol pe Ty evepyete GETVAL
ETLOTEOPEL 1] Semctl TV TYLY, TOU OTOTOGEon

— Me T evépyeleg SETALL xea GETALL <ifevron Tyueg
TTOUG CTXLTOPOROAS To auvoron (omo Tov Tivooor oy
cpyY; Tow omolou belvEL To arg. array) ¥ SO TREPOVTOL
OL TYES T oTjarTopopwy (oTov Thoor arg. array)

— Me v evépyelx IPC_RMID MuTuCTREPETUL TO GUNMOAG TLOV

YL TOPOELIN



Aoun semid_ds

struct ipc_perm sem_perm; /* operation permission structure */
unsigned short sem_nsems,; /* number of semaphores in the set */
time_t sem_otime; /™ time of last semop */

time_t sem_ctime; M time of last semctl */

With IPC_STAT command, the fields of the
struct semid_ds pointed to by arg.buf are

Filled 1n.
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Server (for shared
memory + semaphore)

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>
#include <sys/sem.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#define SHMKEY (key_1)4321
#define SEMKEY (key 1)9876
#define SHMSIZE 256
#define PERMS 0600

union semnum{

int val;

struct semid_ds *buff;

unsigned short *array;

b

Increase by 1 the value

main(){ of semaphore #0

iInt shmid, semid;

char line[128], *shmem; /

struct sembuf oper[1]={0, 1, O}; 53



Server

union semnum arg;

if ((shmid = shmget (SHMKEY, SHMSIZE,
PERMS | IPC_CREAT)) < 0) {
perror("shmget");
exit(1);
}

printf("Creating shared memory with
ID: Y%d\n",shmid);

/* access a SINGLE (1) semaphore from the system */
if ((semid = semget(SEMKEY, 1,
PERMS| IPC_CREAT)) <0) {

perror("semget");

exit(1);

}
printf("Creating a semaphore with

ID: %d \n",semid);
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Server

arg.val=0;
/* Initialize the semaphore's value for locking
set semaphore 0 to have value arg*/
if (semctl(semid, 0, SETVAL, arg) <0) {
perror("semctl");
exit(1);
}

printf("Initializing semaphore to lock\n");

if ( (shmem = shmat(shmid, (char *)0, 0))
== (char *) -1) {
perror("shmem");
exit(1);
}
printf("Attaching shared memory
segment \nEnter a string: ");
fgets(line, sizeof(line), stdin);
line[strlen(line)-1]="\0";

/* Write message in shared memory */
strcpy(shmem, line); 53



Server

printf("Writing to shared memory region:
%s\n", line);

/* Make shared memory available for reading */
If ( semop(semid, &oper[O] 1\K< 0)
perror("semop”)
exit(1); Take a single action
} (3rd argument)
shmdt(shmem);
printf("Releasing shared memory region\n");

56



Client

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>
#include <sys/sem.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#define SHMKEY (key_1)4321
#define SEMKEY (key 1)9876
#define SHMSIZE 256
#define PERMS 0600

main(){
int shmid, semid; Down semaphore
char *shmem; s

struct sembuf oper[1]={ 0, -1, 0}; // down
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Client

// get access to shared memory segment
if ((shmid = shmget (SHMKEY, SHMSIZE,
PERMS )) < 0) {

perror("shmget");

exit(1);

}
printf("Accessing shared memory

with ID: %d\n",shmid);

// accessing the SINGLE (one) semaphore
(from the system)
If ((semid = semget(SEMKEY, 1,
PERMS )) <0) {
perror("semget");
exit(1);
}
printf("Accessing semaphore with
ID: %d \n",semid);
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Client (continued)

If ( (shmem = shmat(shmid, (char *) 0, 0))
== (char *) -1 ) {
perror("shmat");
exit(1);
}

printf("Attaching shared memory segment\n");

printf("Asking for access to shared memory
region \n");
If (semop(semid, &oper|[0], 1) <0) {
perror("semop”);
exit(1); Take one (1) action

}

printf("Reading from shared memory
region: %s\n", shmem);

/* detach shared memory */
shmdt(shmem);
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Client (continued)

/* destroy shared memory */
if (shmctl(shmid, IPC_RMID,
(struct shmid_ds *)0 ) <0) {
perror("semctl");
exit(1);
}
printf("Releasing shared segment with
identifier %d\n", shmid);

/* destroy semaphore set */

if (semctl(semid, 0, IPC_RMID, 0) <0 ) {
perror("semctl");
exit(1);
}

printf("Releasing semaphore with

identifier %d\n", semid);
}
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Output

mema@bowser> ./sem-server

Creating shared memory with ID: 360449
Creating a semaphore with ID: 819203

Initializing semaphore to lock

Attaching shared memory segment

Enter a string: have a good day!

Writing to shared memory region: have a good day
Releasing shared memory region

mema@bowser> ./sem-client.c

Accessing shared memory with ID: 360449
Accessing semaphore with ID: 819203

Attaching shared memory segment

Asking for access to shared memory region
Reading from shared memory region: have a good
day!

Releasing shared segment with identifier 360449
Releasing semaphore with identifier 819203

mema @howeers



Example: Access to Critical
Section

/* Example code using “POSIX-like” calls for

semaphores and shared memory */
#include <stdio.h>

#include <stdlib.h>

#include <sys/types.h>

#include <sys/shm.h>

#include <sys/sem.h>

#include <sys/ipc.h>

/* Union semun */
union semun {
int val; /* value for SETVAL */
struct semid_ds *buf; /buffer for IPC_STAT, IPC_SET */
unsigned short *array; /* array for GETALL, SETALL */
b
void free_resources(int shm_id, int sem_id) {
/* Destroy the shared memory segment */
shmctl(shm_id,IPC_RMID,NULL);
/* Destroy the semaphore */
semctl(sem _id,0,IPC_RMID,0);

} 62



Example: Access to Critical
Section

/* Semaphore P - down operation, using semop
[simulates sem_wait call in POSIX for reserving
a resource.| */
iInt sem_P(int sem_id) {
struct sembuf sem_d;

sem_d.sem_num = 0;

sem_d.sem_op = -1;

sem_d.sem_flg = 0;

if (semop(sem_id, &sem_d, 1) ==-1) {
perror("# Semaphore down (P) operation ");
return -1;

}

return O;

}
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Example: Access to
Critical Section

/* Semaphore V - up operation, using semop
[simulates sem_post call in POSIX for releasing
a resource.] */

int sem_V(int sem_id) {

struct sembuf sem_d;

sem_d.sem_ num = 0;

sem_d.sem_op = 1;

sem_d.sem_flg = 0;

if (semop(sem_id, &sem_d, 1) ==-1) {
perror("# Semaphore up (V) operation ");
return -1;

}

return O;

64



Example: Access to
Critical Section

/* Semaphore Init - set a semaphore's value
to val */
iInt sem_Init(int sem_.id, int val) {

union semun arg;

arg.val = val,

if (semctl(sem_id, 0, SETVAL, arg) == -1) {
perror("# Semaphore setting value ");
return -1;

}

return O;
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Example: Access to

Critical Section

int main () {
Int shm_id;
Int sem_id;
intt=0;
Int *sh;

int pid;

/* Create a new shared memory segment */
shm_id = shmget(IPC_PRIVATE,sizeof(int),
IPC_CREAT | 0660);
if (shm_id ==-1){
perror("Shared memory creation");
exit(EXIT_FAILURE);
}
/* Create a new semaphore id */
sem_id = semget(IPC_PRIVATE, 1,
IPC_CREAT | 0660);
If (sem_id ==-1) {
perror("Semaphore creation ");
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Example: Access to

Critical Section

shmctl(shm_id,IPC_RMID,
(struct shmid_ds *)NULL);
exit(EXIT_FAILURE);

}

/* Set the value of the semaphore to 1 */

if (sem_Init(sem_id, 1) ==-1) {
free_resources(shm_id,sem_id);
exit(EXIT_FAILURE);

}

/* Attach the shared memory segment */

sh = (int *)shmat(shm_id,NULL,0);

if (sh == NULL) {
perror("Shared memory attach ");
free_resources(shm_id,sem_id);
exit(EXIT_FAILURE);

}

/* Setting shared memory to 0 */
*sh = 0;
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/* New process */
if ((pid = fork()) == -1) {
perror("fork");
free_resources(shm_id,sem_id);
exit(EXIT_FAILURE);

}

if (pid == 0) {
/* Child process */
printf("# | am the child process with
process id: %d\n", getpid());
} else {
/* Parent process */
printf("# | am the parent process with
process id: %d\n", getpid());
sleep(2);

}

printf("(%d): trying to access the critical
section\n", getpid());

sem_P(sem_id);

printf("(%d): accessed the critical
section\n", getpid());
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(*sh)++;
printf("(%d): value of shared memory is
now: %d\n", getpid(), *sh);

printf("(%d): getting out of the critical
section\n", getpid());
sem_V(sem_id);

printf("(%d): got out of the critical
section\n", getpid());

/* Child process */

if (!pid)
exit(EXIT_SUCCESS);

/* Wait for child process */
wait(NULL);

/* Clear recourses */
free_resources(shm_id,sem_id);
return O;
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Output

mema@bowser> ./posix-sample

# | am the child process with process id: 9109
(9109): trying to access the critical section
9109): accessed the critical section

9109): value of shared memory is now: 1
9109): getting out of the critical section
9109): got out of the critical section

# | am the parent process with process id: 9108
(9108): trying to access the critical section
(9108): accessed the critical section

(9108): value of shared memory is now: 2

(

(

(
(
(
(

9108): getting out of the critical section
9108): got out of the critical section
mema@bowser>
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Semaphore challenges

Like threads, synchronizing processes via

semaphores entails three challenges:

1. Ensuring mutual exclusion
when using a resource

2. Avoiding deadlocks

3. Avoiding starvation (where a
process 1s never able to
access the resource)




Locking a File

* Another synchronization
mechanism between processes

e File = resource

— Could use semaphores to synchronize
access by processes to files

— But Unix supplies special syscall in
case of files called fcntl



read — write locks (on sections of) files.

#include <fnctl.h>

Locking a file

int fcntl(int filedes, int cmd, struct flock *1data)

Notes:

e The file filedes must be opened with O_RDONLY or
O _WRONLY.

e The cmd can be one of the three:

F_GETLK: get lock from data returned from Idata
(1.e., check if there is a lock already on it)

F _SETLK: obtain lock on a file; return
immediately if this is not feasible.

F _SETLKW: obtain lock on a file. Block, if lock
held by another process.

 The flock structure defined in <fnctl.h> includes:

short I_type; /* describes lock type: F_RDLCK,
F_WRLCK, F_UNLCK */

short | whence; /*SEEK _SET, SEEK CUR,
SEEK_END (determines where 1_start field starts) */

off t1_start; // starting offset, relative to 1_whence

off_t1_len; // segment size in bytes
pid_t 1_pid; /1 1D of process dealing with the
lock
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Locking a file

file poinier

Segment to
be focked \

abcdefghijkimnopgq

rstuvwxyz...

{ siart

{ fen

{ whence== SEEK CUR

1 whence: can be SEEK _SET, SEEK CUR or SEEK_END

|_start: start position of the segment
1_len: segment in bytes

The 1_type (lock type) can be:

- F_RDLCL: lock to be applied is read
- F_WRLCL.: lock to be applied is write
- F_UNLCK: lock on specified segment to be removed
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#include <stdio.h>
#include <stdlib.h>
#include <fcntl.h>

main( ){
int fd;
struct flock my_lock;

my_lock.l_type = F_ WRLCK;
my_lock.|_whence = SEEK_SET;
my_lock.l_start =0 ;
my_lock.l_len=10;

fd=open("locktest", O_RDWR);

// lock first 10 bytes

if (fentl(fd, F_SETLKW, &my lock) == -1 ){
perror("parent: locking");
exit(1);
}

printf("parent: locked record \n");
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switch(fork()){

case -1:
perror("fork"); exit(1);

case O:
printf("child: trying to lock file \n");
my_lock.l len=5;
if ( (fentl(fd, F_SETLKW, &my _lock)) == -1 ){

perror("child: problem in locking");
exit(1);

}
printf("child: locked \n"); sleep(1);
printf("child: exiting \n");
fflush(stdout); fflush(stderr); exit(1);

default:
printf("parent: just about unlocking now \n");
sleep(5);
my_lock.l_type = F_UNLCK;
printf("parent: unlocking -now- \n");
if ( fentl(fd, F_SETLK, &my_lock) == -1 ){

perror("parent: problem in unlocking! \n");
exit(1); }

printf("parent: has unlocked and is now exiting \n");
fflush(stdout); fflush(stderr); wait(NULL);

}
sleep(2); } 0



Execution outcome

mema@bowser> ./lockit

parent: locked record

child: trying to lock file

parent: just about unlocking now
parent: unlocking -now-

child: locked

parent: has unlocked and is now exiting
child: exiting

mema@bowser>
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Deadlock possible

#include <stdio.h>
#include <stdlib:hs
#include <fcntl.h>

main( ){
int fd:
struct flock first_lock;
struct flock second_lock;

first_lock.l_type = F_ WRLCK;

first lock.l whence = SEEK SET;
first_lock.l start=0;

first_lock.l len=10;

second lock.l_type = F_ WRLCK;
second lock.l whence = SEEK_SET;
second lock.| start = 10;

second lock.l len=5;

fd=open("locktest", O_RDWR);

if ( fentl(fd, F_SETLKW, &first_lock) == -1)
perror("-A:");

printf("A: lock obtained by process Y%d \n",getpid()g);



Deadlock possible

switch(fork()) {

case -1:
perror("error on fork");
exit(1);

case 0: /" child */
if (fentl(fd, F_SETLKW, &second_lock) == -1)

perror("-B:");
printf("B: lock obtained by process
%d\n",getpid());

if ( fentl(fd, F_SETLKW, &first_lock) == -1 ){
perror("-C:");
printf("Process %d terminating\n”,
getpid());
exit(1);
}
else printf("C: lock obtained by process
%d\n",getpid());
printf("Process %d successfully acquired
BOTH locks \n", getpid());
exit(0); 79



Deadlock possible

default: /* parent */

printf("Parent process %d sleeping \n",getpid());

sleep(10);

// returns immediately — F_SETLK

if (fentl(fd, F_SETLK, &second lock) == -1 ){
perror("--D:");
printf("Process %d about to terminate\n",getpid());

}

else printf("D: lock obtained by process

%d\n",getpid());
sleep(1);
printf("Process %d on its way out of here

\n",getpid());
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Execution outcome

mema@bowser> ./deadlock

A: lock obtained by process 18979

B: lock obtained by process 18980

Parent process 18979 sleeping

--D:: Resource temporarily unavailable

Process 18979 about to terminate

Process 18979 on its way out of here

C: lock obtained by process 18980

Process 18980 successfully acquired BOTH locks
mema@bowser>
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